


Innovation and transformation begins with higher utilization of data assets.





1. Sparse or erroneous

data

2. Anonymized

3. Aggregated / 

summarized data

1. Use is not 

transparent

2. Compliance with data 

transfer agreements

3. Compliance with

security and privacy 

policies

1. Data leakage

2. Underutilized data

3. Data monetization

1. What data exists?

2. Data is stored in 

difficult to access 

systems

3. Data access is 

expensive 

(unsustainable)



Within a single environment or from a single perspective, trust is relatively easy to ascertain…

Circle of Trust



What Trust is depends on who you are, 

your relationship to the data subject in 

context with each action

• Different & distinct parties

• Different & distinct data practices 

• Different & distinct relationship 

with the data subject 

• Different & distinct obligations 

….Naturally “trust” is different & 

distinct based on the incentives, 

priorities and expectations for the 

various parties interacting with shared 

data

Public Good

Different relationships with 

the “customer” (data subject)

Cloud services, network/platform operators, service providers, 

carriers and joint products/services interacting 

with “customer” (data subject)

Public Sector

National Security &

Critical Infrastructure

Public Health and Safety

Public Domain

Collaborative - Health, Water,

Energy, Finance…  

Private sector  

interactions 

(Entity/Organizatio

n 

Individual

Data Subject

Data-Handling Obligations





Leading research at the nexus of Water and Energy Conservation

Energy Use for Water in CA:

• 20% of Electricity (7% 

infrastructure)

• 30% of Natural Gas

• 2.1M bbl/yr of Diesel

• 100M t. CO2-eq.

4000

12700

kWh/M gal.

UC Davis Center for Water-Energy Efficiency



Enterprise
Billing and rate structures

Capital planning

Budgeting

Workforce management

Infrastructure
Network Data:

Network design

Asset attributes

Time series data:

On/off, open/closed

Flow and pressure

Energy consumption

Water quality

Customer
Customer types and location **

Water Meter Data (monthly or AMI) **

Energy Meter Data (gas/electric) **

Water conservation programs

Outreach and communication

* PCII Protected data

** PII Protected data











Water 

Districts

Energy 

Utilities

California

Conservation 

Data Vault

Members

Affiliates

US 

Commerce

Ratepayers

US DHS

NASA ESD

California

Water-Energy Data 

Collaborative

UC Davis Center for 

Water-Energy Efficiency

Water District Private 

Data Collaborative

Energy Utility Private 

Data Collaborative

CWR Private Data 

Collaborative

Device Mfg.

Microsoft

SIs/ISVs

Local & 

Regional 

Government

CA State 

Agencies

CPUC

Industry Data 

Collaborative

Private Data

Collaboratives

Research Data 

Collaborative(s)



A Trusted Data Platform

Personal and Enterprise Data Vaults (“one copy of the facts”)

Research Data 

Collaboratives

Enable academic research 

projects using externally 

sourced multi-party 

protected data that 

requires raw data 

isolation, strong audit and 

proof of compliance.

Private Data 

Collaboratives

Enable private 

organizations to promote 

internal data sharing 

while keeping its data 

security, privacy, 

compliance and 

transparency promises to 

its stakeholders.

Industry Data 

Collaboratives

Enable multiple parties to 

share data via a neutral 

third party industry 

consortium to benefit all 

members while 

protecting the private 

data of each member.

Original

Scientific Research

Enable original scientific 

research that requires 

independent 

reproduction of 

experiments and 

independent verification 

of research results.



Personal Data Vault Community Data VaultEnterprise Data Vault

1. Personal Profile

2. Employment Data

3. Product telemetry

4. Personal Health Data

1. Customer data

2. Employee data

3. Product telemetry

4. Internal Operations

1. Civic environmental sensor 

data

An hyper-scalable repository of potentially sensitive data from multiple parties 

that facilitates secure data sharing.  Provides mechanisms for data ingestion, 

policy tagging, encryption, storage and strong access to data while maintaining 

compliance with a diverse set of effective policies.










